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1
Decision/action requested

Approve the KI for enhancement of user consent for using MDT for RAN AI/ML.
2
References

[X]
3GPP TR 37.817 : "Study on enhancement for data collection for NR and ENDC"
[Y]
3GPP TR 33.896 : "Study of Security Aspects on User Consent for 3GPP Services Phase 2"
[Z]
3GPP TS 32.422 : “Telecommunication management; Subscriber and equipment trace; Trace control and configuration management”
3
Rationale

The scope of Study of Security Aspects on User Consent for 3GPP Services Phase 2 includes investigating the potential issues and solutions with user consent for AI/ML for NG-RAN. RAN3 contribution R3-224565 was noted with an understanding that SA3 already considers user consent for RAN AI/ML. However, some study may be required in SA3 for the observations made in this contribution.
4
Detailed proposal

******************** Start of Changes ************************************************************

5.X
Key Issue #X: Key issue on enhancement of user consent for using MDT for NG-RAN AI/ML
5.X.1
Key issue details

As described in 3GPP TR 37.817, AI/ML for NG-RAN uses management based MDT data as one of the inputs, which requires subscription based user consent, as described in 3GPP TS 33.896 [Y] clause 4.6.2. However, below questions need to be studied in SA3 (Reference R3-224565, S3-223162):
· Is user consent needed to collect AI/ML Training/Inference Data when AI/ML Training is in the NG-RAN?
· Such data collection may be via a Trace Collection Entity (TCE), or directly over the air interface between UE and NG-RAN.

· RAN3 assumes that within the NG-RAN, a gNB can request measurements from a UE without any restriction, and there are no user privacy issues. As specified in 3GPP TS 32.422 clause 4.9, subscription based user consent is required before activating MDT (signaling- as well as management-based). 
· Immediate MDT, for example, re-uses RRM measurements and RRM measurements are not subject to any user consent since they are used within the RAN. On the other hand whatever leaves the RAN needs to have valid user consent in place so if data goes to OAM (or a Trace Collection Entity (TCE)) user consent shall be in place before gNB triggers a UE to provide MDT data.
· SA3 should validate this assumption and provide inputs to RAN3.
· Is existing user consent too restrictive for AI/ML Training when performed in OAM?
In order to accurately train an AI/ML Model, the entity performing the training needs to have access to input data from different UEs. Data needs to be obtained from a large and diverse number of sources in order to be able to accurately characterize the problem to be solved and avoid biases. However, such biases can be created into the AI/ML due to lack of user consent from some UEs. For instance, it is possible that users in a certain location or users with certain device capability are not willing to provide user consent. Data also needs to be sufficient and the amount of data that is considered as sufficient depends on the AI/ML Model accuracy that is required.
SA3 needs to study this and provide solutions to support the above mentioned scenarios, and identify potential enhancements needed in user consent procedures for using MDT for NG-RAN AI/ML.
5.X.2
Security threats

TBD
5.X.3
Potential security requirements

TBD
************************** End of Changes *******************************************************
